
    

   
              

              
              

                 
              

             

      

                    
            

              
                 

              
        

                     
    

              
              

 
        

                   
             

   

Product User Experience Digital Banking • Treasury Management 

Unified identity service (UIS) 
Unified Identity Service (UIS) for Treasury Management is a replacement solution to Outseer's (formerly RSA) 
Multifactor Authentication. UIS aligns with Bank of San Francisco’s strategic direction for platform security by 

employing modern OAuth 2.0 authentication protocol. We recognize that transitions like this can be difficult, 
and often bring about new challenges. We promise that we'll do everything we can to make this upcoming 

transition as seamless as possible, and work with you to resolve issues and provide guidance. 

We’ve provided a step-by-step guide to the user experience here to get you started: 

User experience 
What should users expect during the migration to UIS? 

• Users who are in an active status and have logged in 45 days prior to the migration date will receive 

an email with instructions and a link to create a new Digital Identity. 
• Action must be taken before the link expires (within 7 days of being issued). 
• Once the user accepts the invitation and clicks the link, enrollment must be completed within 45 minutes. 

Users who do not complete the enrollment process within 45 minutes of clicking the 

link will require intervention by Bank of San Francisco. 
• Clicking the link will prompt the user to select a new username and create a new password that will be 

used during all subsequent logins. 
• After successfully creating their new credentials, users will be prompted to establish their two-

factor login method for login (SMS text, voice phone call, authenticator app, or secure token). 

Users who do not fit the criteria listed above will be handled on an individual basis, with Bank of San 

Francisco issuing invitation emails on a per-request basis. Once invited, the same credential creation 

process outlined below applies. 

Product User Experience | 01 



Unified Identity Service (UIS) Digital Banking • Treasury Management 

1. Migrated or newly-created channel users will receive an enrollment email. 

digitalbanking@bankbsf.com 
415-744-6700 

           

    

       

                

          

2. The Digital ID enrollment link will direct users to enter the Company and Login IDs provided. 

Users will be prompted to create their Treasury profile and Digital ID. 
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• Step 1 of User ID: Users will complete & verify profile information. 

• Step 2 of User ID: Users will create their credentials. This Username/Digital ID and Password will 
be used for subsequent logins. 

4. Users will protect their accounts with 2-step verification and choose their preferred method. 
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2-Step Verification Methods 

Users will have the option to choose from 4 different verification methods: voice or text message, 
authenticator app, Symentec VIP, or a security key. 
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5. When complete, user receives an email confirming 2FA verification setup.

we're here for you every step of the way 
We hope that you're as excited about this new journey as we are. If you have any additional questions or 
concerns, please reach out – we're happy to help in whatever way we can. Call us at 415-744-6700 or email 
at digitalbanking@bankbsf.com. As always, thank you for trusting us to serve you! 
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